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Decision/action requested

This contribution dicusses a proposed response to the SA2 LS.
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3
Rationale

SA3 have received a response LS [1] from SA2 on the Initial NAS security. This contribution discusses this contribution and it impact on SA3 specification and proposes a response to the LS.
Firstly, the LS states that S-NSSAI and last visited TAI IEs are not needed as cleartext IE, but that the Moving from EPC parameter is needed in the clear. This is in line with the conclusions of the evening session on initial NAS security from Harbin [2], where SA3 wanted to check if the later parameter was needed in the clear. This part of the response requires no changes to the SA3 agreed changes from Harbin meeting (see [3]). 
The LS also provide information to SA3 on the impacts of not having S-NSSAI available at the RRC layer and with two possible SA2 technically endorsed solutions for handling the transmission of S-NSSAI at the RAN layer. One solution is to not send the S-NSSAIs in the RRC layer, while the other solution is to only send them in a home and serving network authorised way. 

We make the following observations on these solutions:

· In the evening session on initial NAS Security at the Harbin meeting, SA3 conclude that there is not a privacy risk in all cases of sending S-NSSAIs.

· Removing the sending of S-NSSAIs in the clear provides significant limitation/impact onto the way that an operator may wish to deploy their network. In addition, if this is done with the expectation of adding in Release 16 an AS-level security solution to protect S-NSSAIs in AS, there can be serious impacts on backward compatibility with Rel. 15 UEs.
· The proposal in S2-1811565 [4] provides the ability of either of the home operator or the serving operator to be able to control the privacy risk, i.e. prevent the UE sending S-NSSAIs in the clear (see next bullet). This allows operators to make a judgment between the network impacts and the privacy risk to users. 
· To prevent the UE permanently providing the same S-NSSAIs to a false base station in the clear, after an unsuccessful initial Registration with a particular PLMN the UE shall return to its default behaviour of sending in the RRC configuration for that PLMN. 
· The current specified handling of S-NSSAI enable a proprietary ‘encryption’ of the complete S-NSSAIs. An S-NSSAI is 32 bits long and the value sent to the UE may be allocated by the serving network. This means that the serving network does not need to provide the same S-NSSAI to two different UEs that are using the same slice. The AMFs and NG-RAN nodes will need to be co-ordinated on which actual S-NSSAI each ‘encrypted S-NSSAI’ maps to. It will be difficult for an attacker to know which slice is being requested by a UE. These allocated values will need to change when the S-TMSI changes in order not to provide a longer-term identifier of the UE than the S-TMSI. This can already be done with the specified procedures. 

In summary, we believe that SA3 should conclude that the proposal in S2-1811565 [4] provides a suitable balance between the ability to control the privacy risk of sending S-NSSAI information at in the RRC layer and network being able to use such functionally. From an SA3 perspective the different cases that S-NSSAI can be sent in the RRC signalling do not matter, but the point that the UE will not send S-NSAAIs in the RRC signalling until it has been expelicitly informed to do this. A companion contribution S3-183614 proposes a CR to capture this. It is proposed that SA3 send an LS to SA2 to provide such a response (see S3-183613). This decision does not prevent SA3 further considering how to provide protection for S-NSSAIs in later releases if that is agreed by SA3. 
4
Detailed proposal

It is proposed that SA3 agree the LS proposed in S3-183613 and the CR in S3-183614.
